
There's a new 

threat out there: 

don't be a victim



Aimed at the digital marketers and procurement teams who may be dimly aware 
that ad fraud is something they should understand but have never got round to 
doing so. If that’s you, we hope you’ll find this guide eye-opening, alarming, and 
reassuring in equal measure. 



Whether you need to educate yourself, or you need to educate your wider 
business: forewarned is forearmed, and it’s only when you fully understand the 
growing complexities of ad fraud that you can begin to fight back against it.

Ad fraud and invalid 
traffic is a major issue 
in online advertising. 
According to Statista 
it cost $100bn 
globally in 2024, 
expected to rise to 
$172bn by 2028

SMEs and Enterprises 
are both vulnerable to 
ad fraud in different 
ways. SMEs usually 
have fewer resources 
and skills to notice ad 
fraud, and their lower 
overall budgets are 
more susceptible to 
being damaged by 
competitor clicks.

Enterprises struggle to 
balance returning 
users draining their ad 
budgets  (we’ll explain 
more later) vs the 
need to to notice ad 
fraud, and their lower 
overall budgets are 
more susceptible to 
being damaged by 
competitor clicks.

To fight invalid traffic 
and ad fraud, strong 
detection tools 
should be considered 
a vital part of a 
business’ cyber-
security and digital 
marketing stack. 

Online advertising is a key strategy for businesses looking to 
connect with their target audiences. As digital channels, ad 
networks and advertising grow, so does the threat of ad fraud. We 
have a saying at TrafficGuard: ‘where the money goes, the fraud 
follows’, such is the reality of today’s digital world.
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The basics

When we talk about ad fraud, we mean invalid traffic: any 
advertising engagement that doesn’t represent genuine 
interest in the advertised offering. Intentional invalid traffic 
covers everything from bot traffic to more vertical specific 
problems such as bonus abuse in online sports betting, or 
price scraping in eCommerce. 


$172bn by 2028

Ad fraud means actions 
that create fake profit by 
wrongfully increasing ad 
impressions, clicks,or 
other important metrics 
such as app installs.

Unintentional invalid 
traffic is either accidental 
or non-malicious; more on 
these distinctions later. 

Unintentional invalid 
traffic is either 

accidental or non-
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The basics

22% 
of global ad spend 

This can lead to big 
losses for advertisers 
and hurt their campaign 

success. In 2023, a 
sobering 22% of global 

ad spend was lost to 
invalid traffic. 



010110…  What if it's 
domain spoofing ?! 

Error 404: 
sanity not 
found ! 

 Is this Invalid 
Traffic or  botnet 

traffic?!  

What even is 
real traffic 
anymore??!

https://fraudblocker.com/ad-fraud-data-facts
https://fraudblocker.com/ad-fraud-data-facts


Expected to cost digital 
advertising $172bn globally 
by 2028

an annual increase of 
approximately 14%.

“Ad fraud has quickly become one 
of the most lucrative businesses 
for criminal organisations, made 
more appealing by the fact it’s 
relatively easy to execute while 

being extremely difficult to 
detect and prove. It’s therefore 
incumbent upon any organisation 
operating in the digital world to 
limit their exposure with the best 

tools they can source”. 

Mathew Ratty, 

CEO, TrafficGuard

The Alarming Reality of Ad Fraud

Ad fraud could become the 
world's second largest global 

crime market after drugs



up to 20% of clicks on paid 
search are estimated to be 
fraudulent or invalid - the 
impact on a business’s bottom 
line needs no explanation


Financial impact

We're missing 
opportunities to 
engage with real 

customers and 
reach new 
markets. 


The far-reaching impact of ad fraud

Reputational damage

Erosion of trust in digital advertising platforms can impact the entire digital marketing ecosystem. From a 
marketer’s point of view, scaling back on digital campaigns could see them missing opportunities to engage 
with real customers and reach new markets. 


Accurate campaign 
data is vital for 

strategic decision 
making. Ad fraud can 

lead to poor 
decisions


Skewed data



One leading 
found that a 

staggering 43% of its PPC 
budget was being lost to IVT 
- totalling thousands of 
Euros per week.

European 
bookmaker 

PPC budget was being lost to IVT 

Understanding the impact on businesses

Inaccurate campaign data 
can lead a business to all 
kinds of further issues - 
KPIs become irrelevant, 
strategic investment 

decisions become misguided 
and channel performance 
becomes diminished and 
difficult to accurately 

assess. 

Digital marketers often find it hard to 
tell real users apart from fake traffic, 

especially when it comes to online 
advertising. Fraudulent traffic can harm 
ad spend and skew conversion data which, 

in turn, impacts how well the overall 
campaign performs. 

Let’s take a step back though, because before 
you can prevent ad fraud from eating up your 
campaign budgets first you need to understand 
it; and that starts with understanding IVT.

This is a BIG problem in 
the digital advertising 

industry, but many 
digital marketers and 

cyber security 
functions within 

businesses are either 
unaware of the problem 

or unaware of the 
scale and potential 

impact of it.

https://www.trafficguard.ai/case-studies/sports-betting-operator-wins-big-with-trafficguard
https://www.trafficguard.ai/case-studies/sports-betting-operator-wins-big-with-trafficguard


Real, legitimate users sometimes click on ads by accident or 
interact with them in surprising ways. Despite their non-
malicious intent, this is a form of IVT and it can have a 
disproportionate impact on your ad campaigns

Distinguishing Between IVT and Intentional Ad Fraud

Real ads, reaching 
real users - for 
real ROAS. That’s 

the goal.

Fraudsters’ ultimate goal is to take advertising money by 
faking clicks, impressions, or conversions. The concerning part 
for digital marketers is that the tools at their disposal to do 
this are becoming ever more sophisticated and hard to 
mitigate. 



They may use botnets, click farms, or malware to pretend to 
be real users. Their goal is to take advertising money by faking 
clicks, impressions, or conversions and they’ll stop at nothing 
to do so.



Being ad fraud-aware and understanding the difference 
between accidental IVT and intentional ad fraud is key to 
being able to prevent it.


Intentional ad fraud 
is a different story, 
and takes place when 

bad actors 
deliberately create 
fake traffic as a 

means to make money 



The relentless growth of online advertising platforms means that many 
SMEs rely on them to drive revenue - indeed many SMEs have built 
their entire businesses off the back of Google paid search campaigns 
and paid social advertising through Meta and X.

When you consider the key role that SMEs play in supply chains - and how 
this can facilitate cybercriminals and fraudsters gaining access to larger 
enterprises - it brings into sharp focus the importance of being alert to 
the risks.

Competitor click fraud - when a competitor company or automated bot 
intentionally clicks on a rival business's online ads, usually to deplete their 
ad budget - is a big threat to SMEs who often won’t have the capacity in 
their ad budget to absorb it.

 paid social 
advertising 
through 
Meta and X.

 key role that SMEs

 to a fledgling business

ad fraud can be hugely damaging

 play in supply chains

For example

The disproportionate threat to SMEs

In spite of the above, 
compared to the big 

enterprise players, SMEs 
often have limited resources 
to recognise, address, and 
ultimately prevent ad fraud 

from impacting their 

bottom line. 

Enterprises with sky-high ad budgets are 
appealing targets for fraudsters, however, 
it's the smaller businesses who may 
actually be at greater risk from ad fraud.



> 23% were very 
concerned about 

ad fraud

A study by Outward Media and Ascend2 
in late 2023 revealed a concerning lack 
of awareness of ad fraud among 
enterprise marketers...

This is despite one-third - 33% - of them saying 
that digital display advertising is ‘extremely 
effective’ in driving conversions and sales, and 
61% saying that it is ‘somewhat effective’

while 14% declared 

themselves 

‘unconcerned’. 


The impact of ad fraud on Enterprise business

> 18% cited ad fraud and 
invalid traffic as the most 

significant challenge in 
digital display advertising

There’s no clearer illustration of the 

need for comprehensive education on 

ad fraud for digital marketers and 

support in the implementation of 

effective strategies to mitigate it.

 extremely effective

 somewhat effective



partnering with TrafficGuard to take action on ad fraud:

A great example of the difference this can make 
is the example of Rappi, a high-growth 
eCommerce app based in Latin America. Ad 
fraud was impacting it to such an extent that the 
growth team was spending up to 30% of its time 
analysing traffic, reacting to fraud and cleaning 
data for campaign optimisation.  

So clearly, digital marketers 

have a vital - arguably the most 

vital - role to play in tackling 
ad fraud within their 

organisation.

Understanding the different types of ad 
fraud helps them reduce risks and keep 
their ad spending safe. It's also vital to 
keep learning about new ways ad fraud 

can happen.


The Role of Digital Marketers in Combating Ad Fraud


Removed manual 
analysis from the 

growth team, saving 
30% of their time

Saw an average of 
25% of clicks 

invalidated before 
attribution

Led to a 25% 
improvement in 
advertising ROI 

https://www.trafficguard.ai/case-studies/super-app-rappis-mission-to-fight-ad-fraud-and-drive-growth


To state the obvious: an understanding of the different types 
of ad fraud is the first step to stopping it. 

Invalid traffic refers to any clicks or impressions that may 
artificially inflate an advertiser’s costs, and a significant 
component of this is non-human traffic such as bots, 
automated scripts, and malware - more on that shortly.


Types of invalid traffic - explained

GIVT is the form of invalid traffic most easiest to 
detect. It’s usually caused by web crawlers as 
they index web pages and is not done with 
malicious intent - it can come from accidental 
clicks and internal traffic. 



Despite being benign in intent, it can still 
damage your ad budgets, as bot traffic inflates 
your ad costs without yielding genuine 
conversions. 


SIVT is actively fraudulent traffic created to 
drain ad spend and create inaccurate data. SIVT 
is generally more difficult to detect than GIVT. 
This can take a number of forms, for example, 
automated browsing by bots, emulators and 
custom automation tools, and manipulated 
activity designed to appear as valid traffic.  

General Invalid Traffic
Sophisticated Invalid Traffic


Read now

For a clear, real-world example check out this 
infographic, which uses one of TrafficGuard’s 

global sports betting clients to illustrate the 
different types of nefarious tactics that 
fraudsters could be using to infiltrate


 your ad campaigns: 

If you think it's complicated 
to understand, take our 

word for it - it's even more 
complicated to tackle

https://www.trafficguard.ai/blog/bots-malicious-traffic-and-malware-a-threat-to-sportsbooks


Fraudsters can collect 
valuable user data, such as IP 
addresses, browsing habits, 
and banking details, which 
can then be sold or used for 
other malicious purposes. 


Data collection

Hate to break it to you, but click fraud is just one of the many 
types of ad fraud in digital advertising. Impression fraud 
happens when many ad impressions are recorded, but real 
users don’t actually see the ads. It can be done by placing ads 
in very small, hidden areas called invisible pixels. Sometimes, 
fake apps are used to increase impressions without real user 
engagement. Fraudsters make money by selling fake traffic to 
advertisers, earning revenue from ad impressions and clicks. 

Attribution fraud is a type of ad fraud. It tricks the system that 
gives credit for sales made through digital marketing. This system 
checks different points in a customer's journey. In short, 
attribution fraud happens when a person claims credit for sales 
that really should go to other channels or campaigns.

Conversion fraud is when bad actors use bots to 
fool campaigns into thinking they're real users. 
They might fill out forms, sign up, or install apps to 
show false success for a campaign. This fake 
conversion data can mislead businesses, leading 
them to think their campaigns are performing 
better than they actually are.

Recognising Impression and Conversion Fraud


Conversion fraud

Impression fraud

Attribution Fraud and Its Hidden Dangers

Fraudsters can drain a 
competitor's budget and 
reduce the effectiveness of 
their campaigns by 
generating fake clicks and 
impressions on their ads.  


Harming competitors

Publishers can make their 
websites appear more 
popular by generating fake 
impressions, which can 
attract higher-paying 
advertisers.

Inflating metrics

But why?

 Impression and 

conversion fraud have 
several benefits to 

fraudsters 



High bounce rates

While a high click-through rate (CTR) is usually good news to 
marketers, it can also be a warning sign of ad fraud. Fraudsters 
often use bots to generate fake ad impressions and inflate CTRs. 
So if your CTA is high but post-click events low, you’re probably 
experiencing fraud…

Ad fraudsters often use bots to generate fake clicks. 
If you notice unusual click patterns, such as an 
unusually high number of clicks at specific times or 
on specific days, this could be a sign of ad fraud.


High bounce rates are often a 
consequence of the above. 
Fraudulent ads can lead to high 
bounce rates due to a lack of 
genuine engagement. 

Large amounts of traffic coming from suspicious sources, such as 
low-quality websites or IP addresses, is a red flag to be aware of. It 
is crucial to vet an ad network thoroughly to avoid these suspicious 
traffic sources. This traffic is likely to be generated by bots or click 
farms rather than genuine human users.

Suspicious traffic sources

High click-through rates

Unusual click patterns
Mobile ad fraud can also 
result in unusual click 

patterns, including types 
such as click injection.

Fraudsters often use 
bots to generate clicks 

that do not result in 
genuine engagement or 

conversions.

if your CTA is high but 
post-click events low, 

you’re probably 
experiencing fraud…

They manipulate ad placements to 
create these false impressions, 
misleading advertisers into 
believing they are purchasing 
legitimate ad placements.

Another metric which doesn’t necessarily seem negative at 
first glance, until you see no subsequent engagement from a 
large number of impressions. Fraudsters can use tactics 
such as ad stacking to generate multiple impressions for a 
single ad, inflating the impression count. 

Abnormally high impressions



You should regularly review the sources of your traffic and 
block suspicious IP addresses to control where your online 
ads appear. TrafficGuard monitors every click-through to 
your ads, flagging up any anomalies before they can 
become a problem.

Monitor your traffic sources 

Analyse Click Patterns

Review Metrics Frequently 

Fraudsters often use bots to 
generate clicks that do not 

result in genuine engagement or 
conversions.

What do I 
do about it? 

Checking for ad fraud manually is a 
laborious process. Automated 

detection tools like TrafficGuard use 
AI-powered machine learning to identify 

and block fraudulent activity, 
streamlining the entire process. 

We use a triple layer of fraud 
prevention - pre-bid exclusions, 

in-stream prevention, and 
attribution verification - to 

knock the fraudsters down (and 
then down and down again). 

Look for anomalies in your click data 
and investigate unusual patterns, 

which is essential in online 
advertising.

Keep an eye on your click-
through rates, bounce 
rates, and impression 

counts for any 
irregularities.

Your first line of defence

https://www.trafficguard.ai/blog/invalid-traffic-what-you-need-to-know


Adding TrafficGuard protection to your campaigns 

will ensure only genuine users can click on your 

ads, giving you peace of mind that your data is clean 

and your budget optimised

Bots make up 80% of the IVT experienced by 

operators in the travel sector: a clear indication of 

a direct threat, as this number usually sits between 

15-30% for most other sectors.

Travel

Sports betting

Different industries have their own 
unique challenges when it comes to 

ad fraud. 

Industry-specific considerations

eCommerce

Agencies

Manage multiple clients efficiently: If you have 

multiple clients to manage, you want to ensure 

you've implemented the best practices in tracking 

and reporting. This ensures your clients receive 

reliable data on their return on investment, enabling 

informed decision-making and strategic 

adjustments.

Adopt advanced fraud 

prevention tools: Tools like 

TrafficGuard are your secret 

weapon to securing multiple 

client campaigns, increasing 

client satisfaction, and 

improving the quality of your 

service.

Bounce rate and cart abandonment are a big headache for eCommerce businesses; implementing a 
solution like TrafficGuard will ensure you only receive engagement from interested users, massively 
reducing the issue

Monitor suspicious betting 
patterns: Watch out for irregular 
betting activities from fraudsters 
and automated bots, which can wreak 
havoc on your advertising budgets.

Sports betting is 
highly competitive, 
and customer 
acquisition  costs 
are high

By implementing TrafficGuard's 
shadow campaign technology, 
sportsbooks can minimise CAC 
and maximise new customer 
engagement.



A last word on ad fraud 
- can it be completely 

eradicated?

Conclusion

By following good practices and 
staying alert, businesses can 

reduce the risks of ad fraud. This 
helps ensure their digital 

marketing is effective. Always stay 
proactive and informed to 

successfully fight ad fraud.

Knowing how to find ad fraud 
is very important for 
businesses. It helps them save 
money on online advertising. 
Businesses can look for 
signs of ad fraud. They 
should track where traffic 
comes from and use analytics. 
Having automated tools can 
help too. This way, they can 
stop losing money and 
protect their reputation. It is 
key to learn about the types 
of ad fraud. Using smart 
strategies also helps with 
protection. 

A business should view ad fraud 
protection as equally important as anti-
virus software. It’s unlikely you’ll be able 
to eradicate ad fraud completely, but with 
the experts on your side you can mitigate 

its effects to ensure your digital 
campaigns perform to their maximum 

potential



to be continued...


